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DDSET #2378-70
I Jaly 1970

'~ MEMORANDUM FOR: Director of Security

SUBJECT _ : Ccmmanta on Proposed DCID entitled "‘»{inimam -
Y Security Requirernents for Multi-Level -
- Operation of Resource Sharing Campntuz
Systema ina Bcaign Euvi:anment" :

1. Iagree with the intent, the security concepts, and with .
most of the proposed requirements of the proposed DCID, but Ido R
not concur in the draft in its present form. My main criticlamis - -~ 7
in the wording of several secticni--more specifically with three
areas of definition which need more carefnl and precise language
before a policy of such far-reaching con:cquencan is promnlgated-

~=The computer exvircoament for whieh the policy is to a‘pply
iz not deacribed cmistently thraughmn the paper.

--The tarm "multi-lavel” is not used :cmsi:tently. Indeed
the concept of secarity "levels™ is not clear.

-~The words waed in the draft to dascribe raquircnients
relating to authorization to use these eompntsr systems
are not appliad with sufficient care, . :

by

2. The snedﬂc comments below deal masﬂy with guch:
queations of wording., The draft is a good start; particularly note-
worthy is the absence of tachunical jargon. I beliave the necessary
time should be taken to do a good editing job, regardless of deadlines
previously astablished, ,

a. The paper fails to disﬁngmh clearly between the
use of a computing system in which the user has remote
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access and the operation of a closed-shop computing center
in which the normal operating systam being nsed allows for
the running of mors than one program concurreatly. This
problem is illustrated in the first definition on page 7: The
terms "multiprogrammed’ and "multiprocessing’ are used;
these terms do not nécessarily imply "remotely accessed”,
Again on page 14 the term "remote batch mods” is nsed and

"~ gpecific requiremsnts are stated for this method of operation,
as distingunighed from the interactive terminal mode. The
reasons for this distinction are not given; indeed the dafini- -
tion of remots batch mods i3 not given anywhere in the paper.
It is imperative that the eavironment for which the policy is
to apply be mora precisely defined belfore OCS attempts to
judge the practicality of some of the requirements. For
exampla, our ability to meet the user identification/authenti-
cation requirements {para. & (b), page 14) depends on
whether the environment i3 defined to include multi-program-
ming,

b. At some points in the paper thara iz an attempt to
distinguish betwean "multi-level™ and “compartmented™
infoymation, At other points the distinciion between thess
two terma is not mads, The wording used at the beginning
of paragraph & {page 13) is an illustration of the confusion
which results from an attempt to distinguish batween "levels"”
and “comparimentation'’. 1f interpreied literally, the
requiremaents of this paragraph would not apply to compart-
mantad data at the same security level. Another example of
the confusion iz in paragraph 3 {(FPhysical Security Protection)
on page 12, It is stated that "the computer center area
requirements shall be based on the highest lavel of the total
gystem; ramote terminal area requirements depend on the
highast level of information designated for input/output at
each terminal.’” Dut paragraph 3, paga 7, says a benign
environment is one with protaction and control at the top
secret level. If the "highest leval” of data is below top
sacret, which of tha two atatements applies? The same
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guastion coukl ba asked concerning the raquirement for
. protaction of communication links at the top secret level
{page 12) if the data to be transmitted is below that lavel.
The uss of the term "multi-security level” on page 2.
confusas ths mattsr f_urthar. The need for two different
terma-=-"multi-level” and "compartmented~-is guestion-
. ablew. The important point is to provide for adsquate separa<
o tionm of information within a system when creators or users o
- of such information feel that such separation is necessary.
Perhaps the term: “:cmpartmentat!on“ “mmpartmente& S
" information” s adequate in all the appxnpﬁata plzcur in
“the paper in. lian oi “muit!-l«vel" PO LT

€. Tha fallwing tsrms are ued bt tha ;mper to denote e
the concept of authorization to access the computer aystem:
access authorization (page 11}, authentication {page 11}, . -~
accese control passwords {page 11}, access approvals
(page 11), designated personnsl {page 12), user identifica-
tion/authentication {page 14), authorization codes (page 14),
authorized requastor (page 14), accese control (page 15},
passwords (pags 15), user access list (page 15}, access ~ T
limitations {page 16}, user authorization (page 16). In some: .-

. cases these words ars used as synonyms, in other cases [
one Can iniar th:.t there is a disﬂnct!an betvaen tﬁa:e wards, ﬂ-‘ L

. d. The paper iradéruau& to tha "‘!mnign nnvlronmnt‘
but in some places the paper impliss the need for prmction -'f- i
‘against Ydeliberate unauthorized intrusion' (page 6) and ;~;
"unauthorized probes™ {page 14). The connotation of “benign )
can be misleading; pcrhapn = better choica in “non-hc:tih“

3. ‘The most cracial pazt of the prapoasﬂ I}CID is pa.xagrnph &
beginning on page 3. Spacific comments are made below on each of
regquired {esatures {(as identified by sub-paragraph):

a. Although detail is given ou the rﬁuiramﬁt to include
security indicators, there is no purpose given for this

raguiremaent.
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b. The wording used in the initial sentencs of this
paragraph is much too confusing; i needs to be simplified.
The special requiraments noted for "remote batch mods’
shonld be statad differently ao they will apply for all remots
useras. That is, if there are procedures which permit the
user to leava the area whils the computer is still working
on hia task (regardisss of the kind of terminal inveolved),
thare alao should be a procedure to insure that the computsr
output ig delivered only to him when he returns. Finally,
the requirement to identify a specific user with a specific
terminal will be unwisldy in CIA Headquarters since it is
intended that terminal "service centers™ be establisghed for
general use of anyone in the area. Also the practics of
going to the nearest available terminal has alzready been
wall accepted and the security procednres now in iorce ssam
to provids adequate control.

c. This requirement assumes that core is shared among
several usar programs. Under gsome operating systems this
may not be the case., More importantly, CCS cannot meat
this reguirameant for most of its equipment without special
changes made by tha manufaciurerys

d. The wozrding of this requirsment, as well ag otherse
to be met by hardware functions, tacitly assumes that
verification of corract operation of these functions is not

_only possible but also practical. To the contrary, this is
a subatantial effort in ita own right. Thiz iz txue both of
the initial verification that the features do in fact oparate
a3 thay ars designed to operate and alao for the continuing
inspection of these featurss to determins that they have not
bean subverted or circumvented, Rather than uss the sirict
language propossd, it might be better to state thase as
explicit design goals and add a general statement elaswhere
an the hardware/aoftware vsaliability problam,

\xﬁ/:\-‘ﬁ_)“
SLLJ\JL\l ’f
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&. The wording used here needs to ba drastically
revised: what does the term "independent hardware”
mean? How is "disposabls residue” distinguished from
"andisposable residus™? wWhat is meant by the term
“auxillazy memory?" ' ‘

¢, 'The word "software’ on the sacond line should be '
. deleted. The use of the teym "selected™ implies that some -
" files can be used withont any "aceess control®™. Isthis
correct? OCS2 cannct adequately mset the requirement
for controlling read/write authority with its present soft-
ware nor with any other known software suitable for ita
environmant.

g. To obtaina “somplete llating of personnel attempting
to gain accean' would require the caoperation of hoatilesn.
The last sentence of thix sub-paragraph might batter be
jncluded under the security oificer duties on page 11.

h. The ‘direct control” tobe exorcisdd by the system
secarity officer in medifying poftwara security features ias
- {mpoagible to guaranies; no one can rmake the'claim that an .
operating system can be rendered completely invulnerable
to aitempts to modlfy it by user programs. The intent of _
this paragraph should be relained, but it should bs reworded

to take into account the current stata-of-the-azt in operating -

syatema,

' 4., The propozed masimum delay in effecting this policy
{1 Janmary 1971} is impractical for OCS and perhaps other centers
{n CIA z2a well, While mosat of the requirements of this praposed -
dirsctive have beea or can be met, thare nsads to be sufficient time
for tralning sascuarity parsonnel, computer users, and system
dagigners, and to insure that all provisions of tais directive are

baing applied in fact as well as in spizvit. ,
(s/

CARL E. DUCKETT
Deputy Director
for
Seience and Tachnology
ce: C/IP Board ‘

pEYSOSTor Release 2004@@@%@@300803Rooozooosoon-s



Approved For Release 2004/06/29 : CIA-RDP85B00803R000200080072-6

9 July 1970
TRAINING

Because the numbers of ADEPT students destined to become
full-time mxsxem g computer programmers had been lessening
with each running of the course, it was decided to re¥iew
the jEm goals and selection criteria for enrolling students
in the 15-week OCS course in basic programming (ADEPT).

It was decided to initiate a more modest 5~week course
"Introduction to Computer Programming' beginning 9 Nov 1970
to be slanted toward those who needed in depth knowledge

in programming but womd¢dcrokc were not bheming groomed

for full-time programmer jobs. The IPC's of all directorates
were advised to screen applicants for both courses by
administering the Brandon-Wolfe Test (Aptitude Assessment
Battery: Programming) and the IBM Programmer's Aptitude
Test (PAT) to help determine the individual's potential
and performance and use results of these tests in making
selections for the two courses; and also that attendance

at the 15-week ADEPT course be limited to those expected

to fill positions as full-time computer programmers,
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10 July 1970

Response to a customer questionnaire relating to their
usage of remote terminals in the interactive computer
system brought out the following information:

Uses being made of the system:

Programming tasks 47 customers
Information retrieval 38 "
Calculations 30 "
w7l
Customers were asked, in view of the cost of the 360/67
STAT of | | whe ther

their experience so far had been satisfactory or not.
Replies were as follows:
7 Has not paid off and intend to stop terminal use
/i 10 Has not paid off but have no alternative but
to continue using it
%% 22 Has not paid off yet but expect it will
¥7 48 Has paid off but needs improvement
erd 24jijHas paid off and basically satisfied with system
Note, 75% indicated the system was paying off for them.

One of the principal complaints was need for better, or

more consistent,response time, in order to increase the
payoff of the interactive services.

A good deal of information was received from the customer
rglies which was helpful in planning for the future,
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make them responsible for the control and
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COINS 5 August 1970

Current participation in COINS limited to 3 hrs a day

on the IBM 360/67. This costs about | STAT
besides which the system is lost to those Agency )
components which had begun to depend on it for on-line

program development, file handling and computational

support.

STAT | | recommended the Agency acquire a separate
computer to be devoted to COINS and other external access
applications full time. He assumed the Director of Security

would continue to #mmkx advise against storing Agency-sensitive
data in a computer which has a possible data path to an
uncontrolldd terminal. It appeared that two distinct physical
systems would be necessary, principally to avoid the risk of
sensitive Agency data accidentally being disclosed outside

the Agency.

STAT | | felt the CRS should operate the COINS computer,
and should have the choice of selecting the type of computer
and developing the software.
E : CIA-RDP85B00803R000200080072-6
STAT 1&%£cg>veld97%r, i | recommended placing the burden of
security on the individual agency through procedures which would
in 1




